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Introduction

This user manual is intended for students and lecturers who wish to access the
wireless Zuyd University network using a notebook computer running Windows
XP.
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Configuring the wireless network (Windows client)

¢ Right-click on the wireless network icon (see below).
ML Eé @(@ %06

Change Windows Firewall setkings

Cpen Metwork, Connections

Repair
¥iew Available Wireless Networks

e Click on View available wireless networks.
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Network Tasl Choose a wireless network

ﬂ Refresh network list Click. an item in the list below to connect ko a wireless network in range or ko get more
information,

;"’a]. Sef up a wireless network
for a home or small office

Related Tasks

L!i) Learn about wireless
nebworking

Change the order of
preferred networks

gh Change advanced
setkings

A new window will now appear, displaying the available wireless networks. If no
wireless networks are displayed, ensure your wireless switch is on. Consult your
laptop user manual how to do this.

e In this window, click on Change the order of preferred networks

hange the order of
preferred netwarks
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A new window will be displayed (see below).

-L Draadloze netwerkverbinding Properties @

General Wirgless Mebworks |,ﬁ'dvanced

Iz Windows to configure my wirgless nebwork, settings

Available netwaorks

To connect to, dizconnect from, or find out maore information
about wirgless netwaorks in range, click the button below.

Wiew Wireless Mebworks

Prefered netwiorks:

Automatically connect bo available network.s in the arder hzted
below:

bove up

b e dowie

(] &dd. [Y Bemove Froperties

Learn about seting up wireless netwark
configuration, =

[ Ok H Cancel ]

e Click on Add....
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¢ In the new window, under Network name (SSID), enter the following:
Hogeschool Zuyd (Case sensitive).
Set Network Authentication to WPA.
Set Data encryption to TKIP.

-

Wireless network properties

& zznciation |.-'1'-.uthenti|:ati|:|n Caonnechon

M etwark, name [S510): Hogeszchool Zuyd

Wireless netwark ke

T hiz netwark requires a key for the fallowing:

MHetwork, Authentication; < WA __E) M
Data encrpption; ( TKIP -

M etwork, ke

Confirmn netwaork, ke

K.ey indeg [advanced):

The key iz provided for me automatically

[] This iz a computer-ta-computer [ad hoc) netwark; wireless
access points are not uzed

[ 1] ] [ Cancel
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e Go to the tab Authentication.
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e Ensure that EAP type is set to Secured EAP (PEAP) and ensure that your
settings correspond to those shown below.

-

Wireless network properties

Azsociation | Authentication |Eu:-nneu:tiu:un|

wirglezz Ethemet nebworkz.

Select thiz option to provide authenticated nebwork, access for

Enable [EEE 802 1% authentication for thiz nebwiork,

unavailable

EAP B.pg Fratected EAP [PEAP) 2 vl

Authenticate as computer when computer information iz available

[] Authenticate as guest when user or computer infarmation is

(Gmies D

] ] [ Cancel

e Click on Properties.
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¢ Ensure that the Validate server certificate option is unchecked, as shown
below.

FP rotected EAP Properties

ben connecting:
@ Hlidate server certificate

[] ann Certificate Services ﬁ
[] aB&.ECOM Rook Ca

[] ac raIz oHIE

|:| A-CERT ADMAMCED

[ ] Agence Mationale de Certification Electronigue

[ ] Agence Mationale de Certification Electronique

[] america online Rook Certification Autharity 1 v
L4 >

Select Authentication Method:

Secured password (EAP-MICHAP w2) ‘

[ ]Enable Fast Reconnect

[ Ok ] [ Cancel ]

e Click on (see above) Configure....

A small window will now appear, displaying one check box.

-,

EAP MSCHAPv2 Properties

Wwihen connecting:

tomatically use my “Windows logon name and
azaveord [and domain if arw).

[ 1] ] [ Cancel ]

e Ensure that the box is unchecked, as shown above.

e Click on OK to close all screens.
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You will now be connected automatically. This may take a few seconds. A balloon
will appear in the bottom-right hand corner of the task bar

%] Draadloze netwerkyerbinding x

Click here to select a certificate or ather credentials For

conneckion to the netwark Hogeschool Zuyd

e Click on the balloon.

A new window will appear, prompting you to enter your username and password
(see below).

e Enter your username and the password of your Zuyd University account.
Leave the Logon domain field blank.

Enter Crodontials )

User name: | |

Passwiord; | |

Logon domain: | |

[ Ok ] [ Cancel

e Click on OK to logon.
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Once you are connected, you will need to accept the terms and conditions.
Proceed as follows:

o Open a browser
o The following information will be displayed:
uarantainenet

Uw netwerkaansluiting (wlan : rosr) is in quarantaine geplaatst!

De reden hiervoor staat hieronder nader toegelicht.

Your network connection (wlan : rosr) has been put in quarantine!

Please read below for further explanation.

Nederlands

U bent niet geregistreerd op dit netwerk en daarom in Quarantaine geplaatst. U kunt akkoord gaan met de voorwaarden van dit netwerk op deze pagina

English

You have been placed in quarantine because you are not a registered user on this network.

More information

* De computer waar u nu achter zit, lijkt niet vanwege abuse in quarantaine te zitten.
# In geval van vragen kunt u het beste terecht bij uw netwerkcontactpersoon of helpdesk.

e Click on this page to continue

e A new page will appear, displaying the terms and conditions for use of the
wireless service. To accept the terms and conditions, check the Ik, (user
name), ga akkoord met deze voorwaarden option.

e Now click on Register!

The last step is to disable and enable the wireless network card.
Proceed as follows:

e Go to Start -> Connect to -> Show all connections

e Right-click on Wireless network connection and select Disable

e Wait approximately 30 seconds and right-click on Wireless network
connection and select Enable.

If you have completed the above steps correctly, you should now be connected
to the wireless network.

11
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Important information! Changing the password of your
Hogeschool Zuyd account.

THIS INFORMATION APPLIES ONLY TO USERS OF THE STANDARD XP WIFI
CLIENT, NOT INTEL CLIENT USERS.

In order to change the password of your Zuyd University account, you will need
to download or create a file on your laptop. Failure to download or create this file
will result in your account being locked. In case this happens, please contact the
Service Desk.

Downloading the file

If you are still connected to the Internet, you can download the file and change
your password. Your account will not be locked.

Again: this information applies only to users of the standard xp wifi client.

Go to http://notebook.hszuyd.nl

Click on Correct Use of Notebook

Click on Quarantine network for XP user manual
Download password.zip

Unzip password.zip and open password.reg

If you have downloaded the file successfully, go to Running the file. If the
download has failed, it will be necessary to create a file manually (see below).

Creating the file

e Open a word processing program such as Word or Notepad
e Enter the following text:

e Save the file as password.reg (ensure that the file has a .reg extension,
and not e.g. .doc).

12
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Running the file
e Double-click on password.reg

e The following screen will now appear:

-

Registry Editor

h?(} Are you sure you wank ko add the infarmation in Cihwachbwoord, reg to the regiskry?

e Click on Yes and on OK

If this screen does not appear, and a Word or Notepad file opens instead, you
have not performed the action correctly. Ensure that the file has a .reg extension

and not .doc or .txt.

If you have performed this step correctly, you can now change your password.

13
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My notebook has been quarantined. What should 1 do?

The wireless network behavior of notebooks is continuously monitored. If your
notebook exhibits dangerous network behavior (i.e. it is spreading a virus), your
user account will be automatically quarantined. Once a user account has been
quarantined, it is not possible to use any of Zuyd University's network services.

Users whose user accounts have been quarantined are unable to visit any
websites. All pages will be redirected to one page. This page contains information
about the actions to be performed to be removed from quarantine, such as virus
scanner updates and Windows Updates.

Quarantine only allows restricted access to security related links. In other words,
it is still possible to access the Windows Update site and virus scan update scans
while in quarantine.

Once the relevant steps have been performed, the user must report to the
Service Desk. Once the Service Desk has verified that all instructions have been
followed, the user account will be removed from quarantine.

If further problems arise, and the user account is again quarantined, a more

detailed analysis can be performed by the Student Helpdesk. For helpdesk
opening hours and information, please visit http://notebook.hszuyd.nl.
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